
Executive summary 
The year 2022 marks the 10th anniversary since the endorsement of the United Nations Plan of 
Action on the Safety of Journalists and the Issue of Impunity (UN Plan of Action) by the Chief 
Executive Board of the United Nations and its launch at the 2nd UN Inter-Agency Meeting on Safety 
of Journalists in Vienna on 22-23 November 2012. While the main conference to commemorate this 
milestone will be held in Vienna, Austria in November 2022, thematic consultations will constitute 
a core part of the run up to the main event. Consultations will generate key issues for deliberation 
and inform priorities around which the main conference will structure recommendations and action 
areas in strengthening the UN Plan of Action. The consultation on a risk assessment framework and 
on internet transparency in the field of safety of journalists and the issue of impunity will galvanize 
ongoing initiatives on fostering a human-rights based engagement with digital transformation.

Context, rationale and similar initiatives
The UN Plan of Action for Safety of Journalists and the Issue of Impunity, with its three pillars 
of prevention, protection and prosecution, provides a normative framework for mobilizing 
multistakeholder efforts to create a free and safe environment for journalists and media workers. 
Yet, despite the wide-ranging efforts of the Plan, the last 10 years have witnessed the intensification 
of social, economic and technological processes that have introduced new dimensions to democracy, 
governance and human rights. The exponential growth of digital technologies, for example, has 
given rise to new concerns about the use and misuse of digital platforms, as well as the role of 
internet companies in mediating freedom of expression. In particular, the proliferation of potentially 
harmful content like disinformation and hate speech on online platforms has mobilized a global 
response that has focused on leveraging the benefits of digital innovation while protecting human 
rights such as freedom of expression. Strengthening the implementation of the UN Plan of Action 
requires addressing the specific emerging issues and challenges to freedom of expression and 
safety of journalists. This includes mobilizing multistakeholder actors, including internet companies, 
towards common frameworks and practices that recognize information as a public good.
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There have been several efforts by various stakeholders to address in broad terms the 
aforementioned emerging issues. For example, at the UN level, the Secretary General’s Strategy 
on New Technologies calls for use of technology to protect and promote global values by, among 
others, supporting dialogue on normative and cooperation frameworks governing existing 
technologies in order to deal with the risks that pose a threat to global peace and security. In this 
regard, UNESCO has led several multistakeholder initiatives including the release of high-level 
principles to enhance the transparency of internet companies1,  and the adoption of the first global 
agreement on the Ethics of Artificial Intelligence.2  The consultation on internet transparency will 
also feed into other wider UN processes related to digital technologies. These include the UN 
Strategy and Plan of Action on Hate Speech, the Global Digital Compact, OHCHR consultations on 
applying the UN Guiding Principles on Business and Human Rights to Technology Companies, and 
other UN Interagency dialogues under the auspices of the UN Secretary General’s Roadmap for 
Digital Cooperation.

At the Member State level, countries like Denmark have developed their own national initiatives on 
addressing the conjunction between technology, democracy and human rights. Through its Tech for 
Democracy Initiative, Denmark convenes stakeholders including states, tech companies, and civil 
society actors, to dialogue on the intersection between technology, democracy and human rights. 
It established the Office of the Tech Ambassador to coordinate engagements with various actors, 
including tech companies, to ensure a human-centered technological development and influence 
the international agenda on tech policy.

Digital platforms and safety of journalists
Recent studies have shown a correlation between increased use of digital platforms and a 
corresponding increase in online violence, particularly against women journalists.3  Despite this 
trend, internet companies are seen as key stakeholders in facing this type of online violence 
because of their responsibility in developing and implementing adequate tools and mechanisms 
of addressing the problem, such as effective content regulation in line with international human 
rights law, risk assessment frameworks, and data transparency. 

In the case of freedom of expression and safety of journalists, multistakeholder efforts leading to 
these types of mechanisms would provide an effective response to the problem of online violence 
while protecting legitimate claims to freedom of expression. While the celebration of the 10th 
anniversary of the UN Plan of Action provides an opportunity to take stock of the progress made 
so far, it will also be a moment to address issues that have emerged since its endorsement in 2012. 
In particular, it would be an opportunity to examine how digitally mediated safety issues can be 
better addressed within the framework of the UNPA, as well as consider how to ensure a gender-
sensitive and responsive approach in its implementation. 

The consultations on internet companies’ roles, especially around transparency, within the 
framework of the UNPA would ensure a process-oriented approach to contributing to the two 
broad outcomes of the November 2022 High Level Ministerial Conference in Vienna which are:

1) A renewed commitment by all stakeholders, including the internet companies, to strength-
en the implementation of the UN Plan of Action in the context of arising challenges. 
2) A reinforced institutional set-up to mainstream the issue of the safety of journalists in the 
UN system in view of the UN Secretary General’s call to action for human rights and the Agen-
da 2030.

1  https://en.unesco.org/news/unesco-initiates-global-dialogue-enhance-transparency-internet-companies-release-illustrative  
2 https://en.unesco.org/news/unesco-member-states-adopt-first-ever-global-agreement-ethics-artificial-intelligence
3 https://en.unesco.org/publications/thechilling
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1) Risk assessment and governance framework for human rights (see Appendix A for more 
detail)

Developing a model risk assessment framework would provide an opportunity for understanding, 
identifying and managing risks associated with the right to freedom of expression. In the case of this 
consultation, this framework could particularly focus on the internet companies’ anticipation (or 
lack thereof) regarding the prevention, protection and eventual prosecution of crimes committed 
against journalists in their platforms. 

It would also enable companies to propose appropriate elements for proactive steps to address 
harmful practices online while protecting legitimate claims to freedom of expression and its 
corollaries of freedom of information and press freedom. The risk framework would also promote 
“horizontal transparency” through voluntary and regulated disclosures on risk management 
practices. The framework would have two major components: The first would be an identification 
of the principal risks associated with freedom of expression by type and consequence. The second 
component will be a risk management strategy which would articulate the appropriate risk controls 
and mitigations, means of monitoring and methods of reporting such risks. A similar model risk 
assessment framework is being produced to guide internet companies in times of elections.

2) Data transparency and governance (see Appendix B for more detail).

Besides the framework for risk assessment, internet transparency could be enhanced through 
sharing of data on incidences of harmful content, including attacks on journalists (e.g., by direct abuse 
and threats, disinformation) and actions taken.  A framework for dealing with such actions would 
promote “vertical transparency” of internet companies. This process would constitute demand-side 
requests - “data asks” – in this case specifically related to safety of journalists and impunity online, 
by third parties such as media, civil society organizations, international organizations promoting 
safety of journalists, prosecutorial and judicial bodies investigating attacks against journalists, 
as well as academic and research institutions studying and documenting trends in freedom of 
expression and safety of journalists.4  

An effective partnership between internet companies and third parties would galvanize efforts in 
the prevention, protection and prosecution of crimes against journalists, which are key pillars of 
the UN Plan of Action.

 Participants and duration of consultation

The consultation on internet transparency will include bilateral and multilateral institutions, 
intergovernmental organizations, internet companies, civil society, media and academia. This will 
be a one-day physical participation event that will take place in Copenhagen, Denmark, in June 
2022. The method of the consultations will be a mixed form of round tables and plenaries. 
 

 Implementation partners

UNESCO will lead the planning and organization of the consultation. However, since this will be a 
multistakeholder event, governments, internet companies, civil society organizations, journalists/
media organizations are invited to co-organize and co-implement. 

4  A preliminary list of “data asks” from internet companies that would enable better understanding of the spread of disinformation 
was produced by more than 20 UN agencies, funds, and programmes as part of the UN Interagency Dialogues on Disinformation 
and Data Transparency. https://www.un.org/techenvoy/content/digital-human-rights

https://www.un.org/techenvoy/content/digital-human-rights


 Expected outcome

The consultations will produce:
• An action plan for the development of a framework for risk assessment and management 
related to safety of journalists.
• Guidelines on a “data ask” on freedom of expression and safety of journalists.

The first output is relevant to companies’ own potential to address the safety of journalists and the 
issue of impunity, and the extent to which they embrace accountability for this. 

The second output is relevant to the companies in determining the data they make publicly available 
(proactively or upon request), as well as by actors external to the companies, who can strengthen 
their actions related to monitoring, prevention, protection and prosecution though access to 
otherwise unavailable data.  

These outcomes will feed into the process towards strengthening the implementation of the UN Plan 
of Action.  They can also be presented to the November meeting Council of UNESCO’s International 
Programme for the Development of Communication for consideration. 

 Timeline of key activities

• June 2022: Consultations on transparency of internet companies in relation to freedom of 
expression and safety of journalists

• June 2022: Updating IPDC Bureau on consultation process and outcomes
• November 2022: Presentation of outcomes during the Vienna UNPA+10 commemoration.
• November 2022: Finalization of risk management framework and data ask, and presentation 

to the IPDC Council.
• November 2022: Sharing of outcomes during the Internet Governance Forum international 

conference.



Appendix A:  Risk assessment framework

Context: 

The UN Guiding Principles on Business and Human Rights calls on companies to ensure human 
rights due diligence process. They urge States to “Encourage, and where appropriate require, 
business enterprises to communicate how they address their human rights impacts”. The Guiding 
Principles also recognise cases where business should report “formally” on how they address 
human rights risks.  The UN Global Compact, representing more than 12,000 companies, entails the 
principles that businesses should support and respect the protection of internationally proclaimed 
human rights; and make sure that they are not complicit in human rights abuses.

This background informs the 26-high level tailored principles for the transparency of internet 
companies published in UNESCO’s publication Letting the Sun Shine In: Transparency and 
Accountability in the Digital Age.  The ambitious idea here is to ensure an agreed normative “gold-
standard” of normative value to diverse regulators, and for company’s own self-regulation about 
transparency (transparency reports, proactive disclosure of data and access to data).  Principle 11 
states: “Companies should be transparent about whether they conduct risk assessments for their 
operations, such as in contexts of upcoming elections or in countries in conflict, highlighting any 
serious potential threats to freedom of expression, privacy and other human rights, as well as their 
proposals for mitigating those threats”. 

The UNESCO publication The Chilling found that seven out of ten women journalists surveyed 
(n=625) internationally had experienced online violence. It found that despite fledgling responsive 
efforts and stated commitments to enhancing journalists’ safety on their platforms, the social media 
companies were failing to stem online violence against women journalists.  Many interviewees 
complained about inefficient redress mechanisms, and de facto impunity for perpetrators of attacks 
with abusive content, behaviours and actors enjoying free reign on the companies’ services. The 
study recommends that social media companies are made more clearly accountable for combating 
online violence against women journalists. In particular, it recommends that the companies:  

• Continuously review their policies, algorithms and moderation processes, to address the 
ever-evolving nature of online violence. 

• Implement proactive countermeasures against abuse and reverse the onus on the women 
victims to report the abuse to start with.

• Define more effective policies and procedures for detecting and penalising repeat offenders 
and stop the same abusers assuming new online identities after temporary suspensions or 
permanent bans. 

• Develop reporting systems with capacity for escalation for women journalists under attack 
(and their employers), recognising their particular vulnerabilities and the implications for 
press freedom, and include the problem and reactions in regular transparency disclosures.
These recommendations all point directly to the importance of internet companies 
systematically conducting human rights risk assessments, with transparency about the 
results and actions to be taken, in the field of safety of journalists.  As the UN Guiding 
Principles also note: “independent verification of human rights reporting can strengthen its 
content and credibility,” and this can be taken on board also with a model risk assessment 
which could inform self-regulation as well as regulation across the industry. Without such 



targeted risk assessments, the internet companies cannot prevent or manage the problems. 
Generic elements for a model risk assessment on safety of journalists, and plan to take this 
forward can benefit from the expertise of the Danish Institute for Human Rights.   

The Model assessment would need to cover elements such as: 

i. Scope

Locating the safety of journalists with the framework of the right to freedom of expression, and its 
correlatives of press freedom and freedom of information; outlining other normative references 
such as regional standards.

The definition of journalists may profitably draw upon the metadata for the indicator on safety of 
journalists as defined in the UN’s Sustainable Development Goal 16.10.1
Disaggregating the range of attacks, linked to what the SDG 16.10.1 metadata calls harmful acts, on 
journalists, and unpack the issues of impunity online; and nuancing according to intersectionality 
criteria such as gender and ethnicity dimensions. 

To be noted: UN resolutions recognized attacks as including sexual harassment, intimidation 
and incitement to hatred against women journalists, while the General Comment on Article 
19 of the International Covenant on Civil and Political Rights cites harassment, intimidation, or 
stigmatization. The issue of arbitrary surveillance might be considered, as well as recognized 
under the International Classification of Crime for Statistical Purposes, cyber-bullying and cyber-
stalking. Elaboration of criteria for regular as well ad hoc impact assessments, including at global 
and at country levels.

ii. Identification of risks

This would cover the particular threat actors, as well as risks such as the opportunities for users 
to engage in anonymous trolling, earn money from the platform concerned, take part in coordinated 
attacks, use dog-whistling communications to operate beneath the formal policy prescriptions, etc. 

It should also cover risks connected to business models that profit from inflammatory content and 
algorithmic systems that can amplify and intensify attacks.
Where targeted at a company’s operations in a given country, to tailor the assessment to such 
conditions, including diversity of languages. 

iii. Risk Assessment Criteria

This would cover the likelihood of risk, and severity of harm.

iv. Application of the risk assessment in terms of current and future impact

Referencing base lines and data collection methodology, this would produce the empirical results 
of the assessment, with particular attention to key moments when journalists may be under online 
attack such as elections, conflicts. 

It would report on multistakeholder participation in the assessment, and on guarantees for 
independence and integrity. 



v. Mitigation and Management 

This would set out the measurable steps – including policy and institutional change, redress, time 
frame, and budget for implementation of such measures.

vi. Reporting and Evaluation. 

This would indicate to whom, to what extent, and how reporting would occur. An evaluation process 
of the whole exercise, involving multi-stakeholder input and independent oversight, should be a 
component. 

There should also be information about ongoing monitoring and evaluation for the envisaged 
mitigation and management measures. 

Plan for moving ahead

The project initiated here as well as the Denmark consultations would set out a range of key 
consultation steps and stages for development of a model. Amongst the groups to be consulted 
would be the OHCHR’s B-tech, the Global Compact, journalists’ organizations, relevant NGOs 
working on safety of journalists and on internet transparency and on digital trust and safety, the 
largest internet companies, and industry-led associations such as the Digital Trust and Safety 
Partnership and the Global Network Initiative.

Appendix B: Data ask from internet companies for safety of journalists

Context: 

UNESCO’s The Chilling report was able to assess types of online attacks and how they organized, 
using data available in part thanks to a “shark tank” of self-captured data by the target of the 
attacks (Maria Ressa), including data saved from Facebook and Twitter. However, a scan of the 
current situation is that internet companies share only limited data with stakeholders, and in some 
cases have actively resisted the collection of data through users. 

While some data may be available through services such as Crowdtangle for Meta’s data, Google 
Analytics, YouTube Analytics, TikTok Analytics, and Instagram Business metrics, there are evident 
gaps (e.g. CrowdTangle enables some tracking of engagement, but not of reach). 

Increased data availability as part of a commitment to supporting safety of journalists would 
dovetail with the UN Guiding Principles on Business and Human Rights, which notes that for 
companies to show that they respect human rights in practice they should consider “a measure 
of transparency and accountability to individuals or groups who may be impacted and to other 
relevant stakeholders”.

Data about safety of journalists is very relevant to those like the International Center for Journalists, 
Free Press Unlimited and Sheffield University, who are wanting access to big data in order to identify, 
and act in relation to, emerging trends that may proceed online violence against journalists before 
it becomes too late. Data would inform their programmes and policy, as well as their advocacy vis-
à-vis the companies. Access would also benefit the work of UNESCO and other international and 
public institutions concerned with monitoring, prevention, protection and prosecution in the field, 
including law enforcement. Individual journalists experiencing attacks would also no longer have 
the burden of recording and saving the attacks they experience. 



Generic elements for a “data ask” relevant to safety: 

Who should be eligible to make an ask: 

• Law and justice actors who require data to ensure prosecution of persecutors,  
• Journalists who are victims of online attacks,
• Accredited NGOs and independent researchers should also receive special access to relevant 

data for non-commercial purposes. 
• General public: a level of access should be available to the public at large.
• United Nations system

Which company functions implicate relevant data: 

• Social media services 
• Search services 
• Personal messaging services. 

Limits on asks: 

• Personally identifying information would need to be scrubbed unless authorized by the 
victims themselves. 

Policy elements: 

• Company policies, including otherwise internal operating procedures, that may impact on 
safety of journalists and action against perpetrators.  

Content elements: 

• Proactive blocking and prevention of attacks on journalists 
• Reach1 metrics concerning attacks, and engines of push (individual and co-ordinated shares, 

links, search, algorithmic recommendations). 
• Formats: text, video and non-video formats (and watch time spent in relation to average 

consumption time for length of item). 
• Engagement2 (disaggregated) metrics in relation content, and percentage of “super-

attackers” in the total. 
• Policies to protect journalists (e.g. friction added, fact-checking links on disinformational 

claims) 

Redress elements: 

• Numbers of journalists reporting complaints
• What actions were taken (broken down) 


